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W in p ca p  - C M ed d ler

M au rizio d e  P a sca le  - 056 /1 01 555
S a lva tore D ’A m ico - 056 /001 1 8 6

R oa d M a p

• C a ttu ra  d i p acch etti
– I n trod u zione
– A rch itettu re

• C M ed d ler

C a ttu ra  d e i p acch etti

• C os’è
• C om e fu n ziona

– H a rd ware 
– S oftware

• U ti l izz i
– A n a lis i e  m on itoraggio d e lla  rete
– . . .

A rch itettu ra  d i ca ttu ra

A rch itettu re d i ca ttu ra

• U n ix - B erke ley P acket F i lter
• W in d ows - W in p cap

U n ix

• U n ix - B erke ley 
P acket F i lter
– P seu d o d evice
– L ib p ca p
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W in d ows

• W in p cap
– D river d i ca ttu ra
– P acket. d ll
– W p cap . d l l

P rocesso d i fi ltraggio

• C ose e ’
• P erch e ’
• C om e

– H ard ware
– S oftware

F i ltraggio

• H a rd ware
– M od a lita ’ a d a tta tori 

( p rom iscu a  -
b roa d cast -
m u ltica st… )

• S oftware
– M acch in a  virtu a le
– B P F  cod e
– B P F  A ssem b ler

B P F p seu d o m ach in e

• P erch e ’
– S icu rezza  e A d a ttab i l ita ’

• I m p lem en tazione
– A ccu m u la tore A
– R egistro in d ice X
– M em oria  T em p oranea  M [ ]
– P acch etto P [ ]

P a cket. d ll

• I n iz ia lizzazione
• L ettu ra  d e i p acch etti
• S crittu ra  d e i p acch etti
• S ta tistich e ed  in fom azion i
• R i la scio d e lle  risorse

P acket. d ll - I n iz ia lizzazione

• P acketG etA d ap terN am es
• P acketO p enA d ap ter
• P acketA llocateP acket
• P acketI n itP acket
• P acketS etH wF i lter
• P acketS etB u ff
• P acketS etB p f
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• P acketR ece iveP acket
• P acketS etR ead T im eou t
• P acketS etM od e

P acket. d ll - L ettu ra P acket. d ll - S crittu ra

• P acketS en d P acket
• P acketS etN u m W rites

P acket. d ll - S ta tistich e ed  in fo

• P acketG etS ta ts
• P acketG etN etT yp e

P acket. d ll - R i la scio d e lle  
risorse

• P acketC loseA d ap ter
• P acketF reeP acket

C M ed d ler

• C S n iffer - C I n jector
• B P F  A ssem b ler
• N etwork sm art p oin ter

C S n iffer - C I n jector

• P erch e ’
– p ossib i l i  collocazion i n e ll’a rch itettu ra
– sem p licita ’ V S  p otenza
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V an taggi

• P rogram m azione a  oggetti
• N om encla tu ra  W in d ows
• G estione a u tom atica  d e lle  risorse
• G estione a u tom atica  d e ll’I /O
• U n iform ita ’ n e lla  gestione d egli errori
• N essu n overh ead

C M ed d ler - E sem p io

Spione.GetAdaptersList(List);

Spione.Open(List.nameOfAdapter[index]);

Spione.SetDriverBuffer(2000000);

Spione.SetHardwareFilter(NDIS_PACKET_TYPE_PROMISCUOUS);

Spione.InitBuffer(1000000);

while(!kbhit())

{

Spione.ReceivePacket(pHeader,(PBYTE&)Frame);

PrintPacket(pHeader,Frame);

}

C M ed d ler - M etod i C om u n i

Enumerazione Apertura e Chiusura

VOID GetAdaptersList(ADAPTERS_LIST&
adapterList);

BOOL32 Open(PCHAR8 adapterName);

VOID Close();

C M ed d ler - M etod i S n iffer

Inizializzazione risorse

BOOL32 InitBuffer(UINT32 bufferSize);

BOOL32 SetDriverBuffer(INT32 bufferSize);

BOOL32 SetHardwareFilter(ULONG filter);

BOOL32 SetBpfFilter(BPF_PROGRAM& filter);

C M ed d ler - M etod i S n iffer (2 )

Statistiche ed Informazioni

BOOL32 SetMode(INT32 mode);

BOOL32 GetStats(ADAPTER_STATS& stats);

BOOL32 GetNetType(NET_TYPE& netType);

C M ed d ler - M etod i S n iffer (3 )

Lettura

BOOL32 SetTimeout(INT32 timeout);

BOOL32 SetMinToCopy(INT32 bytes);

BOOL32 ReceivePacket(BPF_HEADER_PTR&
pHeader ,PBYTE& pData);

Rilascio Risorse

BOOL32 Reset();

VOID FreeBuffer();
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C M ed d ler - M etod i I n jector

Scrittura

BOOL32 SendPacket(PBYTE pFrame,UINT32
size);

BOOL32 SetNumberOfWrites(INT32 writes);

B P F  A ssem b ler

• P rob lem atich e con  i F i ltri
– S em p licita ’ V S  P otenza

• C os’è
– G enerazione m acro
– G enerazione cod ice

• C om e si u sa

B P F  A ssem b ler - E sem p io

ld h [1 2 ] //ca rica  i l tip o eth ernet
jeq #0x8 00,0, 5 //se non  e ' I P  rifiu ta  i l p acch etto
ld h [2 0] //ca rica  i l fragm en t offset & flags
jset #0x1 fff, 3 , 0 //sa lta  se fragm en t offset non  e ' 0
ld b [2 3 ] //ca rica  i l p rotocollo d a ll 'h ea d er ip
jeq #0x6 ,0, 1 //sa lta  se non  e ' tcp
ret #-1 //accetta  tu tto
ret #0 //rifiu ta  i l p acch etto

B P F  A ssem b ler - E sem p io m acro

B P F _S T M T (B P F _L D + B P F _H + B P F _A B S , 1 2 ) ,
B P F _JU M P (B P F _JM P + B P F _JE Q + B P F _K ,0x8 00,0, 5 ) ,
B P F _S T M T (B P F _L D + B P F _H + B P F _A B S , 2 0) ,
B P F _JU M P (B P F _JM P + B P F _JS E T + B P F _K ,0x1 fff, 3 , 0) ,
B P F _S T M T (B P F _L D + B P F _B + B P F _A B S , 2 3 ) ,
B P F _JU M P (B P F _JM P + B P F _JE Q + B P F _K ,0x6 ,0, 1 ) ,
B P F _S T M T (B P F _R E T + B P F _K , -1 ) ,
B P F _S T M T (B P F _R E T + B P F _K ,0) ,

B P F  A ssem b ler u ti l izzo
C:\>bpfasm -Ifilter_IP.txt -Cfilter_ip.bpf

CSniffer Spione;
BPF_PROGRAM Filter;

if (Filter.Load("filter_IP.bpf"))
{

printf("Filter loaded...\n");
if (! Spione.SetBpfFilter(Filter))
printf("Invalid filter...\n");

}
else printf("Unable to load filter...\n");

N etwork sm art p oin ter

• P rob lem atich e
– conoscenza  ap p rofon d ita  d e i p rotocolli
– b yte ord erin g
– convers ion i d i form ati
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N S P  E sem p io

PBYTE buffer;

EthernetFramePtr Frame;

IP4DatagramPtr Datagram;

Frame=buffer;

If (Frame.Type()==0x0800)

{
Datagram=Frame.Data(); 

}

N S P  Im p lem en tazione
NAKED VOID CEthernetFrame::Type(UINT16 type)
{
__asm
{

mov ax,[esp+4] //mette in AX type
rol ax,8 //lo inverte
mov ecx,[ecx] //carica pData in ECX
mov [ecx+ETH_TYPE_OFFSET],ax
ret 4 //ritorna e pulisce lo stack

}
}

I P 4  D a tagram
UINT8 Version();

UINT8 HeaderLength();
UINT8 TypeOfService();

UINT16 TotalLength();

UINT16 Identification();
UINT8 Flags();

UINT16 FragmentOffset();

UINT8 TimeToLive();
UINT8 Protocol();

UINT32 SourceAddress();

UINT32 DestinationAddress();
UINT16 Checksum();

PBYTE Options();

PBYTE Data();

VOID Version(UINT8 version);

VOID HeaderLength(UINT8 length);
VOID TypeOfService(UINT8 service);

VOID TotalLength(UINT16 length);

VOID Identification(UINT16 id);
VOID Flags(UINT8 flags);

VOID FragmentOffset(UINT16 offset);

VOID TimeToLive(UINT8 time);
VOID Protocol(UINT8 protocol);

VOID SourceAddress(UINT32 address);

VOID DestinationAddress(UINT32 address);

VOID ComputeChecksum();


